IEEE SIGNAL PROCESSING LETTERS, VOL. 14, NO. 10, OCTOBER 2007

727

Statistical Fragile Watermarking Capable
of Locating Individual Tampered Pixels
Xinpeng Zhang and Shuozhong Wang

Abstract—Capability of accurately locating tampered pixels is
desirable in image authentication. We propose a novel statistical
scheme of fragile watermarking, in which a set of tailor-made authentication data for each pixel together with some additional test
data are embedded into the host image. On the authentication side,
examining the pixels and their corresponding authentication data
will reveal the exact pattern of the content modiﬁcation. As long
as the tampered area is not too extensive, two distinct probability
distributions corresponding to tampered and original pixels can be
used to exactly identify the tampered pixels.
Index Terms—Fragile watermarking, image authentication,
tampered-pixel localization.

I. INTRODUCTION
IGITAL watermarking techniques that imperceptibly
embed additional codes into multimedia for copyright
protection have been rapidly developed. While robust watermarks are used for ownership veriﬁcation, the purpose of
fragile watermarks is to check the integrity and authenticity of
digital contents [1]. As pirates may try to replace portions of
the original content with fake information, it is desirable to be
able to locate the modiﬁed areas with a fragile watermark.
Many fragile watermarking schemes divide a host image into
small blocks and then embed fragile watermark into each block
[2], [3]. For example, the embedded watermark may be a hash
of the principal content of each 8 8 cover-block. If the image
has been tampered, the match between the content and the watermark in the corresponding blocks is destroyed; thus, the tampered blocks can be detected. A smart watermarking method
described in [4] uses two pieces of identical index information
to generate the fragile watermarks for each block, leading to
security against vector quantization attack. This attack selects
suitable blocks from many watermarked images to counterfeit
an illegitimate image containing a fake complete watermark [5].
Block-wise fragile watermarking schemes have a common
limitation. They can only identify the tampered blocks containing modiﬁed content but cannot accurately localize the tam-
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pered pixels, namely, to ﬁnd the detailed pattern of the modiﬁcation. In some applications, however, it is signiﬁcant to accurately localize the positions of tampered content. For example,
if an image is corrupted by salt and pepper noise, accurate localization of the corrupted pixels is useful for identifying the
style of the noise and exploiting the preserved content in the
image. Fragile watermarking can also be applied in conjunction
with image inpainting, which aims to retouch some damaged
area by using the surrounding content [6], [7]. Since surviving
pixels close to the tampered area provide the most important information for generating the retouched data, it is desirable to
accurately localize the tampered area before inpainting.
To this end, some pixel-wise fragile watermarking schemes
have been proposed, in which the watermark information derived from the gray values of host pixels is embedded into the
host pixels themselves [8], [9]. This way, some tampered pixels
can be identiﬁed due to the absence of watermark information
carried by them. Since some information derived from new pixel
values may coincide with the watermark, modiﬁcation to these
pixels cannot be detected directly. In this case, localization of
the tampered pixels is not complete, and detection of the tampering pattern is inaccurate.
In this letter, we embed a set of tailor-made authentication
data into the host image and incorporate a statistical mechanism
to the fragile watermarking scheme. Based on the estimation
of the modiﬁcation strength, two different distributions corresponding to tampered and original pixels can be used to exactly
identify the tampered pixels.
II. STATISTICAL FRAGILE WATERMARKING SCHEME
We ﬁrst generate a number of authentication bits for each host
pixel according to its gray value and embed a folded version of
the authentication data and some additional test data into the
host image. The folding operation is performed to reduce the
necessary host space for accommodating authentication data,
and the test data are used to estimate the modiﬁcation strength.
Examination of the pixel values and the authentication data can
reveal the trace of any content modiﬁcation. Although different
pixels may have mutual inﬂuence in the examination due to the
folding, a statistical judging rule will be used to accurately localize the tampered pixels.
A. Watermark Embedding Procedure
Assuming the original image contains
their gray values as
,
can be represented by 8 bits,
where
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pixels, we denote
. Each
,
(1)
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or

B. Effect of Tampering
(2)

For each pixel, generate 31 authentication bits as follows:

(3)
Here,

similar

to

(1)

and (2), we use 5 bits,
, to representing the index
. Equation (3) means that the 31 authentication bits of a
pixel are determined by its 5 most signiﬁcant bits (MSBs).
For example, if a gray value is 139, the 18th authentication
,
, and
bit is 1 because
, while
and
the 25th authentication bit is 0 because
.
Property 1: Any alteration on 5 MSBs of a pixel will result
in the change of 16 authentication bits.
Proof: Assuming bits among the 5 MSBs of a pixel
are altered (
, 2, 3, 4, or 5), the authentication bit
will
with value 1
be changed if and only if the number of
at the corresponding positions is odd. Thus, the number of
satisfying this condition is
(4)

So, there are 16 authentication bits changed in total.
The watermark embedding procedure is as follows.
authentication
1) For a given host image, calculate all
bits and pseudo-randomly divide them into
subsets, each of which contains 11 bits, according to a secret key. Then, calculate sums of the 11 authentication bits
in each subset with modulus 2, and call the
folding sums the sum-bits.
bits, called
2) Further, pseudo-randomly generate
the test-bits, according to secret key. The watermark data
are made up of the sum-bits and test-bits.
watermark bits in a pseudo-random way
3) Permute the
determined by key, and replace the 3 least signiﬁcant bits
(LSBs) of all pixels with them.
Assuming that the original distribution of the 3 LSBs is uniform, the average energy of distortion caused by watermarking
on each pixel is
(5)
So, PSNR is approximately
(6)

Before introducing the authentication procedure, we ﬁrst discuss the effect of tampering to the watermarked image. Suppose
that an attacker alters the gray values of some pixels without
changing the image size. Denote the ratio between the number
of pixels with at least one MSB altered and the image size as
, and denote the ratio between the number of LSBs that have
as . Since
been changed and the number of all LSBs
any alteration on MSB will change 16 authentication bits, there
authentication bits being changed. For
are a total of
a subset, its sum-bit will be ﬂipped if the number of changed
authentication bits is odd. The probability for this to occur is

(7)
On the other hand, since the LSBs used for storing the original
sum-bits and test-bits are changed with the rate , the probability of a sum-bit being different from the LSB at the corresponding position is
(8)
Consider a pixel with 5 MSBs unchanged. Its 31 authentication bits, which are also unchanged, are distributed in 31 subsets.
In other words, each subset contains one authentication bit and
10 other elements. If the number of changed elements is odd,
the sum-bit will be changed. So, the sum-bits of this pixel are
changed with probability

(9)
Then, the probability of the sum-bits being different from the
LSBs at the corresponding positions is
(10)
Denoting the number of sum-bits that do not equal their corresponding LSBs as , it obeys a binomial distribution

(11)
Furthermore, considering a pixel with at least one MSB altered, there must be 15 authentication bits unchanged and 16
changed. Similarly, the 15 unchanged authentication bits are
distributed in 15 subsets. The 15 sum-bits of the subsets will
also be changed with the probability given in (9). The probability of the 15 sum-bits being different from LSBs at their corresponding positions is the same as that in (10). We denote the
number of sum-bits that do not equal the corresponding LSBs as
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sum-bits ac1) For a given image, calculate the
cording to its MSBs in the way as given in Step 1 of the
watermark embedding procedure, and generate the same
test-bits according to the secret key.
2) After comparing the calculated sum-bits and the generated
test-bits with the LSBs at their corresponding positions,
the ratio between the number of different test-bits and
can be regarded as an estimate of , and the ratio
between the number of different sum-bits and
can be regarded as an estimate of . According to (7) and
can be obtained numerically. With
(8), an estimate of
the estimates of
and , the distributions of
and
can be found from (11) and (14), respectively.
3) For each pixel, examine its 31 corresponding sum-bits, and
count the number of sum-bits different from their corresponding LSBs, . If
Fig. 1. Distributions of k and k with r

= 0:01 and r = 0:005.

(15)

. On the other hand, the 16 changed authentication bits correspond to 16 subsets, and their 16 sum-bits will be changed with
probability

(12)
So, the probability of the 16 sum-bits being different from their
corresponding LSBs is
(13)

this pixel is judged as a tampered pixel, indicating that
there is alteration on its 5 MSBs. Note that the original
3 LSBs of all pixels have been replaced with the sum-bits
and test-bits; therefore, detection of alteration in the 3 LSB
planes is unnecessary.
Consider the two types of false decisions: false negative and
false positive. For the former, the number of unaltered original
and
obeys the distribution of (11),
pixels is
and
satisﬁes
whereas the number of tampered pixels is
the distribution of (14). Equation (15) is in fact a MAP criterion
that minimizes the total number of false decisions. It indicates
that should be above a threshold at which the two curves
and
intersect. Let
the number of falsely judged pixels be
. If
and
are
is
correctly estimated, the expectation of

We denote the number of sum-bits that do not equal the corresponding LSBs in the 16 sum-bits as . We also denote the
number of sum-bits that do not equal the corresponding LSBs in
, and its distribution
all 31 sum-bits as . Clearly,
is convolution of the following two binomial distributions:

(16)

III. EXPERIMENTAL RESULTS
(14)
It can be observed from (11) and (14) that distributions of
and
are completely different. This of course provides a clue
to identify the pixels that have at least one MSB being altered.
and
are small, the values of
and
In fact, when both
are close to 0, and the values of
and
are close to 1.
According to (11) and (14), the peak of the distribution of
is
, while that of
is at
. Fig. 1 gives the
near
and
with
and
.
distributions of
C. Procedure of Tampered-Pixel Localization
Based on the above discussion, we devise an authentication
procedure as follows.

Using a test image Lena sized 512 512 as the host, PSNR
due to watermark embedding is 37.9 dB, which veriﬁes the theoretical result in (6) and is imperceptible. We planted a ﬂower on
the girl’s hat with 2084 pixels replaced. Fig. 2 shows the watermarked image, the tampered version, and the result of tamperedpixel localization. Fig. 2(c) shows a total of 1996 pixels that
were correctly judged as “tampered.” Because the ﬁve MSBs
of the rest of the 88 replaced pixels coincided with the original
MSBs, they were regarded as “not tampered.”
We also replaced pixels in the watermarked image with different rates and then localized the tampered pixels. Denoting the
, the expectations of
and
number of replaced pixels
are
(17)
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Fig. 3. Comparison between experimental and theoretical results of tamperedpixel localization.

Fig. 2. (a) Watermarked Lena, (b) tampered version, and (c) the tampered-pixel
localization result.

embedded into the host image. If the tampered area is not too extensive, two distinct probability distributions corresponding to
the tampered and the original pixels can be used to accurately
identify the tampered pixels. Even if the tampered pixels are
scattered over the entire image, the statistical mechanism still
works, and the tampered pixels can also be located.
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